
 ADPPA CCPA/CPRA

 Amendments Congress can weaken the law at 
any time. 

CPRA ballot initiative can only be 
amended to make privacy laws stronger. 
Legislature cannot go below a floor of 
protections. 

Government 
Surveillance

A data collection company selling 
information, including 
geolocation, to a government 
agency does not have comply 
with the law. Loophole 
emboldens government 
surveillance. 

Entities contracted with governments 
aren’t exempt from the law, so they must 
comply with consumer privacy choices 
just like any other business – protecting 
geolocation and other data from 
governments. 

 Enforcement

ADPPA would be enforced by the 
FTC, with no additional funding 
set aside. States California Privacy 
Protection Agency can also 
enforce, but Agency cites 
“significant uncertainties” in its 
ability to do so. No audit 
authority.

California Privacy Protection Agency has 
$10 million annually in dedicated funding 
to enforce CPRA. Agency can seek civil 
penalties under state law, but not under 
ADPPA. Audit authority of businesses and 
third-parties to ensure compliance.

 
Implementation

It will take two years for the FTC 
to write rules to implement many 
provisions of ADPPA.  

40 million Americans already have strong 
privacy protections from 2018’s CCPA. 
CPRA's strengthened protections take 
effect in less than 6 months. 

Civil Rights & 
Profiling 

Explicit ban on discrimination that 
bars not only intentional bias but 
also disparate impacts. However, 
companies test themselves for 
compliance. No opt-out of 
automated decision-making or 
profiling. 

Consumers can opt-out of automated 
decision-making and profiling, allowing 
consumers to prevent discrimination in 
access to jobs, housing, loans, etc. that 
occurs when biased algorithms go to 
work and ignore civil rights.  

Right to Access, 
Correct, Delete 

Data

Consumers can access, correct or 
delete their data dating back just 
two years. 

CCPA allows user to access, correct and 
delete all data back to Jan. 1, 2020. In 10 
years, users can see all their data, versus 
only 2 years under ADPPA.

Global opt-out

Companies must honor global 
privacy signal as a consumer’s 
opt-out choice. Allows businesses 
to impose an authentication 
requirement before honoring.

Mandatory for businesses to accept an 
opt-out preference signal as a user’s 
expression of their privacy choice. 
Companies must honor signal without 
authentication.
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Financial 
entities

Does not stop banks or lenders 
from being data brokers because 
of FTC carve out. 

Applies to any data collected by banks 
and other financial companies that is not 
account information, for example data 
collected on a bank website about your 
geolocation, internet browsing, or 
purchases.

Retaliation

A business can charge someone 
more, or offer different service 
levels, for exercising their privacy 
rights. Ex: AT&T will provide high-
speed internet in exchange for 
your browser history.

A business can charge someone more, or 
offer different service levels, for exercising 
their privacy rights. However financial 
incentives can’t be “unjust, unreasonable, 
coercive, or usurious in nature.” Requires 
different price to be “reasonably related 
to the value provided to the business by 
the consumer’s data.”  

 Unique 
Identifiers

Covered data “may include” 
unique identifiers such as IP 
addresses. Language is not 
absolute.

CCPA is stronger on unique identifiers. If 
it “is reasonably capable of being 
associated with a particular consumer or 
household,” it’s covered data that can be 
protected.  

Private Right of 
Action

Individuals can sue for violations 
of many protections – including 
sensitive data violations, pay-for-
privacy, and child protections, but 
others like bias prohibitions are 
excluded. Right to sue severely 
undermined by limits: 
Government must be notified 
and can take over a case; 
companies have a right to cure; 
companies may force dispute into 
mandatory arbitration; 
unspecified statutory damages; 
no mandatory attorney fees; four-
year delayed implementation.

Lawsuits can only be brought over data 
breaches. Right to sue is strong: Statutory 
damages of $100-$175 per violation; 
consumer need not show harm; no right 
to cure; attorney fees mandatory; no 
government right to take over case; in 
effect today. Not preempted by ADPPA. 

Dark Patterns Obtaining consent in misleading 
or manipulative ways is barred. 

Obtaining consent in misleading or 
manipulative ways is barred. Identifies 
specific ways to obtain consent that are 
not manipulative. 
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